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Security requirements

# Preimage resistance
# Second preimage resistance
o Collision resistance
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Theold construction

-

Let P(X) € Z|X]| be a fixed monic polynomial of degree
n > 3 having no multiple roots. Denote by a4, ..., o, the
roots of P and put

-

m

L;(X) ::Zozj_lXj for i=1,....n and m < n.

1

j=1

Define the norm form corresponding to the polynomial P by

Np(X) = ][ Li(X).
1=1
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Aumassons attack

Non-standard notion of collision resistance
Iterated scheme

Circulant matrices

Implementation flaws
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New construction

. N

Theorem 1 Let f(X) € Fy[X1,..., Xm] be a polynomial such that
f(X) :=b(X1,...,Xm) +a(X1,...,Xm)

with homogeneous polynomials a(X), b(X) satisfying k = dega(X) < degb(X) = n,
degx. b(X) = nfor 1 < < m. Further, s uppose that there exist indices 1 < j1 < j2 <n
such that the binary form

b()(le,Xj2) 1= b(O,...,O,le,O,...,O,XjZ,O,...,O) (1)

has no multiple zero.

Let N(f,~,q) denote the number of solutions of the equation f(z1,...,xm) = yin
xl,. . e ,xm E Fq. Then
IN(f,7,q) —a™ Y < (n—1)(n—2)g™3/2 4 5n13/3¢m =2, )

Moreover, if ¢ > 15n13/3, then

IN(fi7:0) = g™ < (n=1)(n=2)g™ 3% + (5n° + n 4+ 1)g™ 2. (3)
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Practical consider ations

Lemmal Let f(X) :=b(X) + a(X) such that
b(X)=05X{+ - +8nX,,a(X) =01 X7+ +a,X;, and
Alyenny B, Bm 0. 0 < s <r <gandrisodd if

q =27, then f(X) satisfies all assumptions of Theorem (1.
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Practical consider ations

® Odd characteristic arithmetic
® Even characteristic arithmetic
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Strict avalanche criterion

If a function is to satisfy the strict avalanche criterion, then
each of its output bits should change with a probability of
one half whenever a single input bit is complemented.
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Asymptotic behavior
B -

Theorem 2 Let us define f € For|z1,..., 2] @S
flrr, . am) = > el + 57, Biz; where n = 2! 41 such
that (/,k) = 1. Then

1

—5m_1——5
(1 — ge) (q ) <

P(f(x1,...,2m) — f(x14+01,...,Zm + 0m) =)

<(1+ qe>m1<§ te)

N

where 0 <e < (¢ —n)q 2.
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Test results 1.
. -

ase
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Test results 2.
-

Coefficients changed

00
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Test results 3.

-

Small exponent

a840

800
780
760
740
720
700
680
660
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Test results 4.
L

ow weight exponent

600 +gp 200~ 0
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Thank you for your attention!
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