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Bypassing CSP with policy injection

There might be some situations where you face a web application that re�ects input
into the existing policy, usually in a "report-URI" directive. We can add our content
security policy directives by injecting a semicolon (;) if a web application re�ects a
parameter that we can monitor/control. We would have to overwrite the actual di-
rectives so that we can exploit this vulnerability and bypass the policy. "report-URI"
is usually the �nal directive in the list.
A few years ago, it was not possible to overwrite an actual "script-src" directive.
Nowadays it is possible, that the Chrome browser recently approached the "script-
src-elem" directive, which now gives us access to control "script elements", but not
"events". Using this new directive, allows us to smash/overwrite some existing
"script-src" directives.

Using CSP to protect against clickjacking

The directive " frame-ancestors 'self'" only allows the web page to be framed by other
pages from the same origin. But this directive frame-ancestors 'none'impedes framing
altogether. Because we are able to specify several domains and use wildcards in a
CSP, so using a content security policy to impede clickjacking is more �exible than
using the X-Frame-Options header. For instance,frame-ancestors 'self' https://anywebapp
.com https://*.strong-anywebapp.com, content security policy justi�es or validates each
frame in the parent hierarchical graph, whilst X-Frame-Options just validates the
top-level frame. To conclude, it is very recommended to use CSP to protect and
defend against clickjacking attacks. Since Internet Explorer or older browser does
not support CSP, we can always use the X-Frame-Options header to enhance the
security.

2.4.3 Cookies

A cookie is a little piece of information that the browser consequently remembers on
demand. All cookies are speci�c to a domain, and they all will be sent subdomains
of the domain for which they are set. For example, a cookie issue for something.com
will be sent to www.something.com and y.something.com.
Cookie issues for something.com will not be sent to anything.com or any other do-
main which is not a subdomain of something.com. Likewise, a cookie issue for
www.something.com will not be sent to y.something.com. Also, a cookie issue for
www.something.com will not be sent to something.com.
It is crucial to comprehend that once a cookie is set for a particular domain, it will be
included on all requests to that domain until the cookie terminates or is eliminated.

2.4.4 Plugins

The plugin is the supplementary piece of software that is attached to the browser in
order to provide some extra functionalities of the browser. For example, Facebook
Unseen is a plugin used to prevent your friends on Facebook from knowing if you
read their messages. Plugins are widely used and are of great importance. Owing
to wide usage, they are considered to be the prime factor or prime target through
which, attackers go through to exploit a user's browser data (session cookies, credit
or debit card saved information, credentials such as username, emails, password,
etc.). A plugin from a non-trusted source might be vulnerable to many types of at-
tacks, remote code execution, buffer over�ow, and cross-site-scripting (XSS) attacks
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for example. Plugins from trusted sites might be also attackable, but at least the trust
in using them increases. The plugin safety can get exacerbated when the user lets it
be outdated.
In lots of cases, plugins are running without the user's knowledge and hence consti-
tute a severe threat to the browser and the device on which the browser is installed.
Anyone can write a plugin and host it on some licensed or legitimate extension gal-
leries. Thus it is risky to download and install any non-known products (plugins)
onto your system. The plugin can be used as malware once added to your system.

2.4.5 ActiveX

Active X was developed by Microsoft and is frequently used in Windows operating
systems. Active X is used to strengthen the browsing experience by facilitating ani-
mation on the website. Any developer while creating a product (software) can give
it high-level access to computer resources once downloaded and installed, which
makes them dangerous. Therefore, if the user allows the product controls, it can
compromise your system. Some software can have bad code to steal your sensi-
tive information. ActiveX controls are mostly used by attackers to install spyware,
malware, pop-up ads, and relative which can compromise the browser and system
performance.

2.4.6 Java

Java is a programming language that can be of utility to create software and different
active content for websites. The Java applet can be written by a programmer to
yield interactive and rich properties to the application that cannot be provided by
HyperText Markup Language (HTML). The Java Virtual Machine (JVM) is a tool
that is used to execute the Java application. The applet runs within the JVM. JVM
limits the performance of the applet in a safe environment. Some implementations
of JVM have vulnerabilities (weaknesses) that usually allow the applet to bypass this
limitation (restriction).
Few years ago, there were many vulnerabilities reported in Java which makes it
become a target for client-side attacks. (For more information, please seeCVE, 2021,
Maple, 2019, Leary, 2018, Ramel, 2021, Benjamin, 2005)

2.4.7 JavaScript

Many people are always confused about Java and JavaScript. They are two different
programming languages. JavaScript is used in a dynamic web application to provide
some extra functionalities such as animation, form submission, interactivity, valida-
tion, and so on. Usually, the JavaScript code is embedded in the Document Object
Model (DOM) of an HTML page. According to the speci�city of the codes, it can in-
teract with the web page. As usual, these languages or generally these tools are built
for good purposes. But malicious individuals often use their provided features to
attack users on web applications. Executing malicious scripts can cause many issues
such as stealing user cookies, stealing credentials, installing malware, redirecting
the user to another website, installing trojans, defacing the website, deleting system
�les, etc.
Many web browsers enable the support for scripting by default, which can lead to
several vulnerabilities like cross-site scripting, Cross-site request forgery (CSRF), etc.
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Therefore, it is a good practice for a user to manage the security options provided by
the browser in use. Please seeSingh, 2015

2.4.8 Firefox Security Models

Firefox provides a lot of features compared with some old web browsers. Firefox has
a somewhat more prohibitive Same-origin-policy (SOP) that is considering the port
to be a restricting aspect and a justi�cation for refusing communication between two
reports (or documents). Not at all like on Internet Explorer, anywebapp.com:80 can-
not communicate with anywebapp.com:81. Further limitations exist for local HTML
�les. Implanted JavaScript code cannot request resources from nonidentical directo-
ries with the exception of child directories of the assets (resources) on the document
dwells. Thus, by authorizing this, the Gecko engine (Mozilla, see 2021, 2011 for
more information) makes sure a local cross-site-scripting cannot read and ex�ltrate
random �les from the victim's �le system; it just permits to get to information from
exactly the same directory furthermore, its child nodes.
Signi�cant security models of the Firefox get contributed by the NoScript extension,
which was made and kept up by Maone. This extension signi�cantly improves this
current browser's security by applying an XSS �lter, to alleviate Intranet attacks, just
as Clickjacking and other attack vectors.
The fact that NoScript is capable to give such incredible and all-encompassing secu-
rity upgrades can be credited to a lenient Mozilla extension security model.
Contrary to the Chrome extension security model which is portrayed in the follow-
ing section, the Firefox extension does not need any shows or policy �les. It can ex-
ecute random code and write in substance to the hard-drive getting to self-assertive
folders that the web browser itself has access to.
Back in 2009, NoScript creator Maone without authorization changed the settings of
another Firefox extension following a comparative reason with respect to protection
and security. Blocking advertisements on a web browser can be done by a plug-in (or
extension) called "AdBlock Plus" maintained by Palant. There are a lot of plug-ins
that can facilitate that. Maone has used a tricky strategy to get money for his �lter
"NoScript" using ads on his web application by employing some illegal activities
(modi�cations) to make sure that ads cannot get blocked by AdBlock Plus. The out-
come was a short weapons contest between NoScript engineers, AdBlock Plus who
all needed to ensure that ads are being blocked again. The analysis removed from
this super�uous escapade fundamentally advanced around the excessively lenient
extension security model and an absence of sand-boxing and SOP-like methodology
between extension and their settings. We should also have to note that NoScript can
be inclined to spoo�ng attacks.

The previously mentioned advantage for Firefox extensions to basically do any-
thing the browser can do causes one more threat to arise. When a Firefox extension is
helpless (vulnerable) against XSS attacks or permits markup injections, the attacker
can without much of a stretch transform the XSS into a Remote Code Execution, and
completely bargain the attacked system.
Mario Heiderich, during his research, revealed that some vulnerabilities were found
in some Firefox expansions. Among them, there was the well-known library man-
agement tool Zotero, utilized for references and citations by the scholastic commu-
nity. That extension permitted to make a rich-text comment for any library module.
An adversary (attacker) could fool the �lters set up into staying away from the use
of dynamic markup, injecting JavaScript code accordingly, and executing subjective
code on that speci�c framework.
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2.4.8.1 Exploiting Firefox Extensions

Usually, in the Firefox browser, extensions run with the same privileges as the browser
itself. Firefox extensions have complete access to browser internals and the user's
operating system. In general, extensions can alter the functionality of the web browser,
change the behavior of web applications, run random code, and can even access the
�le system. Firefox extensions merge two (2) dangerous qualities which risk expos-
ing meaningful privileges to attackers:
a) high privilege and b) rich interaction with untrusted (suspected) web content.
Cross-Site-Scripting is a class of attacks against web browsers (and/or against browser
extensions). If an extension usesdocument.write or eval without sanitizing the in-
put properly, the attacker might be able to inject a payload (script) into the extension.
Few years ago, (Liverani and Freeman, 2009; A. Barth, 2009), a well-known RSS ag-
gregation extension evaluated data from the <description> element of a random
web application with no proper sanitization. To help mitigate XSS attacks, Firefox
issues a sandbox API, evalInSandbox . When evaluating a payload using evalIn-
Sandbox, the payload runs without the extension's privileges, thereby stopping the
script from causing much harm. However, the use of this sandbox evaluation is non-
compulsory and does not envelop every kind of interaction with spiteful content, or
simply untrusted content.
A natural technique for mitigating extension vulnerabilities is to reduce the priv-
ileges granted to extensions. This is something that must be kept in mind when
installing extensions in a web browser.

2.4.9 Google Chrome Security Models

Google Chrome is the web browser of choice for thousands of computers. As per
gauges, right around 70% of individuals use Chrome to explore the web. Chrome
is for the most part sluggish, and slow and charges the assets on one's computer
in a way that depletes your battery and eats up memory. People pick it anyway, to
a great extent due to the brand "Google", its popularity, and the useful features it
provides such as extensions.
Be aware of extensions! The issue is that those extensions frequently have de�nitely
more admittance to what you do online than you might expect. Accordingly, they
are typical tools for programmers (hackers) and online tricksters. Scammers have
since quite a while ago utilized Chrome extensions to launch pop-up ads or to install
vindictive code on a clueless user's PC. At the point when you grant authorization
to those extensions to get to your web history, that implies that you are uncovering
all that you go online to an outsider. It very well may merit reexamining whether
you are alright with that before you click.

In the event that you truly very much like the interface, look at the Brave browser,
which is designed in a similar way as Google Chrome. However Brave has far supe-
rior ad-tracking protection. Tor and Safari are well-known as well for online private
sur�ng. They hinder third-party cookies, which track your activities across the web
and help impede device �ngerprinting. They likewise end up being a lot quicker
than Chrome.

The Google Chrome browser uses numerous elements (such as Active X, JavaScript,
Flash, etc. see 2.4.5) to generate the web page. In the browser, these features are typ-
ically enabled by default. This poses a very serious risk because there are multiple
vulnerabilities related to these components present on the web.
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2.4.9.1 Chrome XSS Auditor installation

Here in this section, the description and implementation of the XSS-auditor will be
embraced. Normally, it is a client-side �lter that aims to �ght against Cross-site-
scripting attacks without using methodical expressions. Inserting the �lter after the
HTML parser has multiple advantages:

• Performance: the moment that the �lter processes the response task after the
parser, there is no necessity for the �lter to suffer by running a high �delity
simulation of the HTML parser of the web browser in question.

• Fidelity: Scrutinizing the response after the parsing phase, the �lter can ef-
fortlessly identify which parts of the given response are being considered as
a script. The XSS-auditor analyzes the HTML code generated by the parser,
which makes the semantics of the bytes that contain the response lucid. The
�lter does not need to execute regular expressions over those bytes. Inserting
the �lter after parsing

• Complete insertion. Inserting the �lter in front of the JavaScript engine, the
�lter can interpose exclusively on all content that will be considered or treated
as a script. Because the JavaScript engine has a restrained interface, we can
safely say that the �lter is scrutinizing every script before it is executed. When
the �lter will block a script, the �lter can straightforwardly decline to convey
the script to the JavaScript engine instead of damaging the response.

The HTML element is used to de�ne the base URL for any relative URLs in an HTML
page. Altering the href attribute of an existing, or by injecting an element, an attacker
can cause the web browser to execute external scripts from his server if the scripts
are conceived with relative URLs. From this perspective, the �lter causes the client
web browser to disregard the base URLs that appear in the request. To mitigate false
positives, the �lter blocks URLs only if the URLs point to a third-party host.
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The architecture of XSS-auditor

FIGURE 2.1: Architecture of XSS-auditor, Singh, 2010

We have to note also that information URLs require special attention for Firefox
XSS �lters because information URLs entail the privileges of the web application
page that contains the URL. However, according to Daniel Bates, data URLs are
neither an XSS attack vector for IE (Internet Explorer) nor Web-Kit-based browsers
because information URLs either do not work in Internet Explorer or do not entail
the privileges of their referrer (in Web-Kit). Because the XSS-auditor �lter is imple-
mented in WebKit, there is no need for the �lter to block information URLs in hy-
perlinks, or in iframes. However, because the information URLs comprise attacker-
supplied content, therefore the �lter stops the attacker from injecting a data URL
payload as the origin of an external script.
The downside is that XSS Auditor (Chrome's XSS Auditor) only attempts to defend
the browser against re�ected XSS. Two years ago (July 2019) Google announced its
intention to deprecate the plugin (�lter) XSS-Auditor because of the following rea-
sons: a) bypasses abound, b) it prevents some legit sites from working, and c) there
is nothing good to do once detected.

2.4.9.2 NoScript XSS Filter

This browser extension can be installed on Google Chrome or on Firefox and some
other browsers. For users who use the Tor browser, Tor has the NoScript extension as
a built-in software. NoScript is a completely asynchronous extension meaning that,
it worked in no exact time, speci�c time. Communicating through email is an asyn-
chronous action in such a way that, the receiver even after reading the email should
not have to respond right away. This extension provides powerful protection to re-
sist XSS attacks and anti-Clickjacking protection and triggers an alert whenever the
particular browser (in which the extension is installed) opens a vulnerable web ap-
plication or XSS suffering web-page. The NoScript can provide false positive alerts
as well. If you trust some websites, you can modify the performance of the NoScript
extension by enabling JavaScript, Java, Flash, and other plugins for a better opera-
tion with the browser in question to avoid the popups.
The next �gure is an illustration of how the alert is triggered using Tor browser:
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FIGURE 2.2: Con�guration of the NoScript extension

2.4.10 Plug-In Security in Web Browsers

One straightforward approach to inconceivably stretch out the abilities of a browser
is to utilize plug-ins as one's tool of decision. Since Netscape 2.0 permitted utilizing
Java applets in web documents, the notoriety of applets increased. Only a couple
of years later the Flash plugin was made by an organization known as PenPoint - at
�rst, named "FutureSplash". Later on, it was obtained by Macromedia and the prod-
uct was successfully renamed "Flash". Since 2012, it has been created and kept up
under Adobe Systems after its purchase of Macromedia in 2005. Both Flash and Java
applets provided web designers with possibilities that a browser could not convey.
Among them, one can pinpoint the exceptionally intuitive and amazing applica-
tions, games, recordings, videos, and other media content. Java and Flash were the
most unmistakable applications for giving this sort of content for quite a long time .
Those two plug-ins have likewise gotten a focal point of consideration for attackers
and security specialists. The potential of plug-ins to sidestep browser-upheld se-
curity limitations makes attacks against them considerably really encouraging and
frequently bene�cial for online lawbreakers (malefactors).

2.4.10.1 Java Plug-In Security

Modern web browsers, taking Firefox as an example, it is carried out a new Click
to Play security property that ensures against attacks, focusing on plug-ins that are
known to be defenseless. This characteristic impedes applets from consequently
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stacking, and loading and facilitates users or clients to control what content they
need to run or stay away from. If you attempt to run a Java applet utilizing a Java
plug-in version that is distinguished as vulnerable, Firefox will keep the applet from
consequently loading and alert you that the plug-in is defenseless (vulnerable).
If an update is accessible, Firefox will give the choice to refresh or actuate the plug-
in. We suggest checking for refreshes before actuating the plug-in.
Also, Firefox gives an alternative to impede or consequently actuate the module on
every site premise.

The Java plug-in has had an also twisting way as far as security due to the Flash
plug-in. As of now, the term search for applet yields a generally speaking for the
most part Java applet and browser security-speci�c CVE sections in the National
Vulnerability Database. On the majority of the occasions, those security issues do
not begin from issues brought about by the executed code regarding buffer over-
�ows, however, can rather be credited to SOP and security manager sidesteps.
Java applets are generally empowered by the utilization of the applet tag. This tag
can be applied with an assortment of boundaries, allowing an incorporation and
execution of external applets and also class �les, Java archives (JAR �les), and se-
rialized Java objects. When the user-agent parses an applet tag, the Java plug-in is
initiated and will approach the essential libraries from the JRE (Java Runtime En-
gine) to perform the applet code.

The main issue in terms of browser and web security is the diverse Same Origin
Policy (SOP) the Java plugin implements when joined with Java applets. While SOP
limitations concerning, domain, protocol, and port number are to be sure applied,
the JRE will counsel an extra check if a URL request from a domain happens and
causes an SOP infringement.
This check will consider the IP address the domain is highlighting. On the off chance
that the IP address of the mentioning host and the mentioned target match, the pre-
viously checked SOP aspects will be overlooked (or ignored) and the solicitation
authorization will be granted, thus returning the reaction body.

2.4.10.2 Flash Plug-In Security

During the most recent years, the Flash plug-in and its nearby family member (Flash
player) have constituted successive focus for attackers for an assortment of reasons.
As a matter of �rst importance, the Flash player has a critical piece of the pie and
penetration saturation. As of November 2011, indicated by StatOWL, 95.51% of all
Internet users used a browser out�tted with the Flash plug-in. A tremendous rate -
89.22% were, most likely are, utilizing Flash player version 10.
Seen from the web security viewpoint, the Flash player offers lots of intriguing po-
tential outcomes to direct prearranging attacks (scripting attacks) in rather surpris-
ing manners. The general SOP model of the Flash player is based on the speci�c
domain matches, the same way the SOP-implemented in most contemporary user
agents. Every domain dwells in a sand-boxed area ruled out from communicating
with any other domains unless the other domain enables the speci�c communication
with the precise requesting domain.
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Chapter 3

Cross-Site-Scripting (XSS) Attacks
and Vulnerabilities in Web

Applications

Usually, a website may contain a single page or many pages. It frequently happens,
due to a non-proper validation input mechanism that a page can be exploited by
performing a cross-site-scripting attack, commonly named XSS attacks. That being
said, now it is to be of great importance for web developers, and cybersecurity engi-
neers to dive into learning what the XSS attack is, how it works, and how to prevent
it from happening to web pages.
Cross-Site-Scripting is a very complicated attack, very dangerous, and very frequent.
Scanning a web application or a web page before publishing is a good step to cover
by every programmer since we will beforehand know from what vulnerabilities are
suffering. Depending on the security measures used, the tool can deliver false alerts.
Therefore, it is required to use an up-to-date tool and is mostly used by other pene-
tration testers. Eradicating the attack is next to the impossible before launching the
web application. That is why it is highly recommended to keep checking the web
pages in a cycle process before and after launching by the cybersecurity engineers
to at least mitigate the attacks as low as they can. In the following sections, we will
deeply elaborate on it.

3.1 De�nition of XSS Attacks and its Signi�cance

Cross-Site Scripting is a client-side code injection attack where malevolent contents
(or script) are injected into a trusted website by an attacker. Practically, this kind of
activity is successful when the target website is vulnerable (for example, no sanitiza-
tion nor �lter mechanisms are applied to the website). Code injection is ordinarily a
malicious content injected by an attacker onto a web application, and is mostly built
from JavaScript payloads.
Usually, when one talks about XSS vulnerability in a web application, this concept

means that the application can be exploited by XSS attacks since it contains XSS suf-
fering web page. A trusted Website is usually a website that a user can trust not to
damage his computer. Mostly, a trusted website can be identi�ed by checking if they
have a lock icon, HTTPS protocol, the URL spelling, the domain, etc.

In this attack, the users are not straightforwardly targeted through a payload, al-
though the aggressor shoots the XSS vulnerability by embedding a pernicious script
into a site page that seems, by all accounts, to be an authentic piece of the site. In this
way, when any user visits the web application, the XSS suffering website page will
convey the pernicious JavaScript code straightforwardly over to his web browser
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without his insight. We can safely say that the XSS attack is usually resulting from
not using a proper data validation mechanism.

What can XSS be used for?
Possible exploitation of XSS vulnerability by an adversary regularly allows him to:
a) Send virus into the web application.
b) Complete any activity that the user can execute.
c) Masquerade as the victim.
d) Peruse any information that the client can get.
e) Perform virtual destruction of the web application.
f) Catch the client's login certi�cations.
Note: we have to acknowledge that, in this kind of attack the victim is the user and
not the web application. And according to Author Germán E.Rodríguez, 2020; XSS
is present in approximately two-thirds of all websites. Therefore, this topic should
be of great importance to any cybersecurity professionals.

Before stepping into the depth of the thesis, it is wise to have a background about
some recent cyber attacks. There is a ton of ways attackers (hackers) can attack users.
In the following section, we will brie�y elaborate on the statistic of different types
of cyberattacks, and at the end, our focus will be on the statistic of the cross-site-
scripting (XSS) attacks.

3.2 Difference Between the XSS Vulnerability and the XSS
Attack

Many times, these two concepts arise confusion. They do have some similarities;
however, there is a big distinctness. The XSS vulnerability can also be called XSS
weakness. When a user input in a web application is not secure enough and can
be exploited by an attacker using an XSS attack, then the website suffers from XSS
vulnerability. It is, therefore, become clearer to de�ne what an XSS attack is. This
attack is the action of the attacker performing against a weak website by exploiting
the XSS vulnerability.

3.3 Cyber Attacks Statistics Included XSS From 2018 To 2021

According to Jastra, 2019 PreciseSecurity research, almost 40% of all cyber-attacks in
2019 was performed by using cross-site scripting, which is hackers' favorite attack
vector globally.
Note that, when hackers are stealing your information, they do not steal it just for
stealing. They proceed to some activities with your found data, such as using them
pretending that they are you, selling them on the dark web, and much more. In case
you are wondering if your data is available for sale on the dark web, please visit this
background check website —> Jacquelyn, 2021.
According to statistics WP-whitesecurity, From 40,000+ WordPress Websites in Alexa's
Top one Million, there are more than 70% of WordPress installations which are vul-
nerable to hacker attacks.
First of all, according to Bulao, 2021, there are an average 30 000 websites that are
hacked every day. Around 24 000 malicious mobile applications are blocked on the
internet daily. 300 000 new pieces of malware are being created every day, which
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are usually ranging from viruses, spyware, adware, and Trojans. Every single 39
seconds, there is an attack somewhere on the Web. That means about 2 244 attacks
that happen on the internet every day.
Daily over 4 000 ransomware attacks occur all around the world. In 2019, businesses
fall victim to ransomware attacks every 14 seconds, which in the way it unfolds, it
could reach 11 seconds by 2021. Daily, 23 000 DDoS (a distributed denial-of-service
attack) attacks are taking place somewhere on the internet. This attack works by
using several systems to �ood a target server with irrelevant requests to the point
that the targeted server is unable to process legitimate requests from genuine users.
It is simply a kind of attempt by attackers to disrupt the day-to-day operation of a
business. (For more information on the DDoS attack works, please see Jean, 2021 or Dora,
2021)
In United Kingdom (UK) only, there are every day 65 000 attempts to hack small-
medium-sized businesses.

FIGURE 3.1: Cyber attacks Statistics on a Daily Basis

Counterfeit emails which are sent every day are about 6.4 billion. Internet of
Things commonly known as IoT, is another great target hackers have interested on.
More than 50% of the IoT devices don't have a proper security mechanism to protect
them from hackers. According to remote cyber attacks statistics, 80% of corporate
networks use IoT devices. Around 64% of companies worldwide have suffered at
least from one form of cyber attack.

In the following graph, up to 37% of all malicious emails sent on the web have
contained poisonous .zip and the .jar �les in them in 2020. Furthermore, sent emails
with .exe extension were up to 19.5% in 2020 as well.
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In 2020, ransomware cases have increased by 150%. 63% of data breaches were delib-
erately to extort money from individuals or companies. In other words, they were
�nancially motivated. Additionally, 63% of all organizational internal data breach
is a result of compromised credentials (usernames and passwords). This was the
consequence of using easy, predictable, and weak passwords for the employees, and
workers. In a research conducted by Microsoft, 2018; they found that 73% of internet
users use the same passwords across different platforms. 53% of healthcare organi-
zations have experienced at least one data breach in the year 2020.
We have to understand that, an attack does not mean a breach. A cyber attack can be
succeeded or non-succeeded, depending on the cybersecurity countermeasures set
by a target. A total of 94% of malware is spread through email. As we know, Word-
Press is a very popular system platform that covers over 35% of all websites on the
internet. The option of accepting plugins to be integrated with its administrators'
dashboard makes it very vulnerable. 98% of the WordPress website vulnerabilities
come from plugins.

FIGURE 3.2: Cyber attacks Statistics in 2020

In 2021, close to 40% of data breaches hunt or prey on small businesses. Since
attackers know most small businesses do not have all the appropriate security mech-
anisms set, they take them as a target. Only about 14% are ready for the attacks.

A predominant factor to embrace when it comes to cyber-attack topics is "insider
hackers". In life or reality, it is far easier for someone who knows you to destroy
you than someone who has no information about you. This principle is of great im-
portance in cyberspace. 74% of companies worldwide claim or af�rm that they are
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susceptible to insider threats. In 2018, a report has been conducted by Verizon about
statistics on pernicious cyberattacks revealed that 34% of all data breaches for the
year were caused by insider threats.
Attackers use the covid-19 pandemic to expand their attacks one way or another.
Over 300,000 coronavirus keyword-related malevolent domains were registered on
the Web between March 9, 2020, to April 6, 2020. Hackers breached 20 995 371
records in March 2021.

According to IMC-Grupo, 2020; the FBI reported a 300% increase in reported cy-
bercrimes since the pandemic began. According to �nTech, 2020; 27% of COVID-19
cyberattacks target healthcare organizations or banks. In 2020, COVID-19 is credited
for a 238% rise in cyberattacks on banks. According to Verizon, 2020; the con�rmed
data breaches in the healthcare industry was increased by 58%. 47% of employees
invoked distraction as to be the reason for getting affected by a phishing attack while
working from home, ( Please see Varonis, 2021 for more information). Since schools (ed-
ucation), churches, live concerts, and any other social (meeting) activities turn into
web activities, hackers abuse them. Half a million Zoom user accounts were jeop-
ardized and sold on a dark web forum in April 2020, stated CPO-Magazine, 2020.
According to Malwarebytes, 2020; 20% of a security breach of an organization has
been caused by remote workers. A rise of 630% between January and April 2020 of
cloud-based cyber-attacks has been reported, indicated the source �nTech, 2020. (See
the following graph for a more illustrative view!)

FIGURE 3.3: Impact of the covid-19 on cyberspace

For more information on how to reduce the risk of cyberattacks, please see Embroker,
2021.
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In 2019, cross-site-scripting attacks (XSS) were the most widely used cyber attack
applied by hackers to breach companies. Among all the cyber-attacks which were
involved, 39% were related to XSS, according to Keumars, 2019. See the following
graph for better view of how XSS has affected industries in year 2019.

FIGURE 3.4: Cross-site-scripting report by industry in 2019

An overall statistic from December 2021 is shown below, indicating how serious
attackers are willing to attack companies.
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FIGURE 3.5: Statistic of attack techniques, December 2021.

In conclusion, we have seen so far how companies, enterprises, small businesses,
and individuals were impacted by the cyber attacks in the recent past years. Due to
the covid-19 pandemic, cyber-attacks have tremendously increased.
We have also to note that when an XSS vulnerability is divulged (is made public), the
software vendors usually respond with patches. Depending on the complexity of the
vendors' application (for example, if their software were embedded as frameworks,
libraries, packages, etc.), there will be a delay before users can use their patched ver-
sions. On this, the vendors (including the administrators, and programmers of that
software) might not be up-to-date, and cannot apply software updates immediately,
even if they are aware of the critical situation. Therefore, research in this �eld (scan
to �nd vulnerabilities, measures to mitigate them) will be always running in a cycle
process to improve the security performance of a system (of a web application). In
the following chapter, we are going to embrace the topic of the different types of
XSS, detection, and mitigation.

3.4 Different Types of XSS

The most ideal approach to knowing whether a web application is secure against
XSS attack is to test it. After the testing phase, it is required to determine your cod-
ing and carry out instruments to stop XSS attacks from happening to your website.
First and foremost, there exist 3 primary types of XSS attacks:
1) Stored XSS attack (also called Persistent XSS attack, the most dangerous one),
which results from malicious payloads which are stored and stay in the database of
the website. The attack is depicted in Figure 3.6. For example, a "search" �eld where
a user can insert a JavaScript/HTML code in the search text box, "Log in, Registra-
tion, Comments, and so forth". At least one of these cases has to be available on one
of the pages of that site.
Here we have a situation: the attacker ordinarily injects his payloads in the "Com-
ment" �eld of a chosen site. Consequently, by pressing "Enter", or clicking on a
"Submit" button, his comment is now public and can be seen by any other users. So,
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his post somehow gets stored in the database. In this manner, any click-view of that
particular information will launch the vulnerability exploitation, which implies the
referred user is getting attacked with or without his consent.

FIGURE 3.6: Stored XSS attack, Shashank and B., 2017

.
Brief explanation:
- The attacker posts his comment (malevolent JavaScript payload) onto a blog web
page, for instance. At this point, when a user navigates on that speci�c site, he gets
served with the noxious code piece of the attacker as a piece of the original page
- Thus, unwittingly, while the person in question visits the site, he is in danger of
running that code. This is the place where the "sanitization, user-input validation"
mechanism becomes an integral factor with great signi�cance.
< script> document.location='https://attacker.com/cookie='+encodeURIComponent(docu
ment.cookie)< /script> Netsparker, 2019
Note: The characteristic of this type of XSS is that the payload (malicious script) is
stored in the website server which differs it from the other types.
2) Re�ected XSS attack, usually called "Non-persistent XSS attack" is the most well-
known one, although it is not the most dangerous one. Essentially, the adversary
(or the attacker) crafts a malicious link, sends it to a target person through email,
and allures the person by clicking on the link – and the assailant catches victims'
browsers. A clever attacker normally makes that malicious link either obfuscated
or shortened. However, there is "Self XSS", which is also a re�ected XSS. While the
Re�ected XSS attack is set off by sending a link to a targeted individual with inputs
that are re�ected in the browser, there is no link associated with the Self XSS - that is
the reason for this situation the "Re�ected XSS" attack is alluded to as the "Self XSS"
attack.
Note: Generally, the main characteristic of the Re�ected XSS attack is that it involves
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a URL aspect.
3) DOM Based-XSS attack, also known as "Type-0 XSS attack" could be viewed as a
special type of the Re�ected attack. Both are set off and triggered by sending a link
to a targeted individual with inputs that are re�ected in the web browser. According
to Upasana Sarmah et al., DOM based-XSS attack (Document Object Model) requires
an extraordinary consideration as a result of its nature.
Note: The main characteristic of the DOM-based XSS attack is that the payload never
reaches the server-side. That is what differentiates it from the Re�ected XSS and the
other types. See how the attacks work in reality:

FIGURE 3.7: XSS attacks by Entrust-Solutions, 2020

However, not all the XSS attacks give an assurance of if the attack will be exe-
cuted. Some XSS attacks might take lots of time before a victim triggers them. The
statistic shows that by 2019, the re�ected XSS attack is thirty (30) times more popu-
lar than the other cross-site-scripting attacks. One of the reasons is that the attacker
has already a preplanned target before even launching the attacks. This particular
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attack is usually triggered by clicking on a speci�c link created and sent by the at-
tacker. Stored-XSS represents 2%, DOM-XSS 3% and Re�ected-XSS attack represent
95%. (hackerone, 2019; Hugo, 2020)

FIGURE 3.8: Cross-site-scripting report by industry in 2019

3.5 Detecting XSS Vulnerabilities and XSS Attacks

One of the best ways to detect XSS vulnerabilities is to launch multiple attacks (pay-
loads) against the target web application. Some characters can be �ltered or sani-
tized, i.e, there might be some restrictions when a user is trying to insert some char-
acters into a user-input �eld. Additionally, some characters can be re�ected in some
speci�c frameworks, that is, a single script might not reveal the vulnerabilities. Thus,
here comes into play the importance of penetration testing. ( See section 4)
However, if we want to detect the XSS attacks, this is more related to a security
con�guration by the administrative party of the website ( Please see 5.5.5). The best
way to detect this attack is to log everything on your web servers. Here we as-
sume that every mischievous data input into a web application DOM environment
(whether obfuscated or encoded, any form of manipulated input) is passed to one
(1) of the following application programming interfaces, then the web application
may be subject to XSS attacks. We are going to elaborate on the seven (7) sources
through which XSS could be introduced to a web application. Therefore, they are
represented as metadata to look into for further analysis, for example when a web
application has been attacked.
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We say, Sources := S
S1 = document.location, S2 = document.location.href, S3 = document.cookie, S4 = win-
dow.location, S5 = location.header, S6 = document.referrer, S7 = document.
URLUnencoded

Document Location
The document location is a read-only property that returns a location object which
has information about the URL of the document. Note that, releasing information
about sensitive documents on a web page is considered a good spot for adversaries
to manipulate the web application.

HTTP Referrer Head
Usually, a referrer is the URL of a previous web page that led to the present request.
The HTTP referrer header is a �eld that identi�es the address of the web application
that is connected to the resource that is requested such that, the new web page can
see where the request was originated.

Cookie
Cookies are often used on websites to identify users and their authenticated ses-
sions. Capturing a cookie from a website will lead to hijacking the authenticated
user's session. Restricting and tracing cookies to a secure origin is imperative, as it
prevents the cookies from being transferred to other domains (2.4.3).

Window Location
This read-only feature returns a location object along with information about the ac-
tual location of the document.

Document Referrer This feature is pointed to the page that is connected to the actual
web page inside an Iframe. Saying that the content of the web page contains URL
links that enable users to go to a few pages in the application; then the �rst page
is only loaded inside the Iframe and will have a parent frame as document.referrer.
However, many web application programmers do not pay enough attention to this
restriction. Each page loaded by clicking a link inside the Iframe will have the Uni-
form Resource Identi�ers (URI) of the page containing the link in the document re-
ferrer.

Document URL Unencoded
This property returns the URL of the actual document, but with any URL-encoded
characters returned to their ordinary language version (for example, %20 is con-
verted to a space character). When a URL contains parameters that are displayed in
the browser's location bar, any parameters can be easily modi�ed by any user.

Headers
Generally, in an HTML code editor, the headers are used to provide information
about the HTML document in a Meta tag. They can also be used to make a recon-
naissance about another document. Some examples can be: describing the size of
data and recording HTTP status code. Information that headers contain can be ef-
fortlessly made available to hackers. Many important categories of vulnerabilities
are triggered by unrestricted user inputs and can appear anywhere within the web
program. Any cross-site-scripting vulnerabilities are identi�ed by the injection mod-
ule and detected where a crafted URL is to introduce malicious data into the DOM
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HTML environment of the relevant page.

To ef�ciently detect all the aforementioned types of XSS attacks on a company
website, the company needs a comprehensive solution that is capable of:
- Evaluating any object that is launched onto a web browser, i.e, downloading links,
attachments, email messages, any other links.
- Quick static analysis of every object to check for links and malicious capabilities,
structural deviations.
- Executing a dynamic analysis by testing each object for evasion techniques and
malicious activities.
- Performing network monitoring for possible malevolent activities such as code
injection (3.1), malware interacting with commands and control servers. (See Bakare,
2018, Deller, 2019)

3.5.1 Techniques to Detect XSS Vulnerability in a Web Application

We should be aware that the XSS attack is an intense and convoluted topic. Iden-
tifying XSS vulnerability in a website requires several penetration tests, based on
the dif�culty that one may �nd on each page of that site. The dif�culty depends
for the most part on how the speci�c web application is utilizing proper measures
to resist the attack. Consequently, examination of re�ected codes and payloads in
a Document Object Model (DOM) is vital. Utilizing the following steps (�g 3.9) for
checking if a web application is defenseless against XSS attack, (as per the author
Gupta), could be an awesome method to start.
- Open up your browser and access a speci�c web application for the test. On that
site, search for parts that require input, similar to search �elds, comments, registra-
tion, etc.
- Now, enter any string into these spaces and press "enter" to submit that string to
the website server.
- Now, we can peruse cautiously to check if the �rst condition holds. The �rst condi-
tion states that "test the HTTP reaction (or response) website page of the server for
the speci�c string which was submitted by the guest". Thus, if that HTTP response
incorporates a similar string, then the website can be exploited by XSS attacks. Else,
assuming that the HTTP response does not contain any user-input string, check for
the following condition.
This condition states that: "simply enter any JavaScript string, and submit it to the
server by pressing 'enter'". E.g. < script> alert(123)< /script>
- After sending that string to the server, if the server responds with a similar string,
at that point the site is exposed to XSS attacks. If there is no such response, go for
the next condition.
- The last condition states that: after pressing "enter" in the previous step, check
the source code of that site and search if something seems to be like the JavaScript
payload entered. If any element of that string is discovered, then the web-page is
vulnerable to XSS attacks.
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FIGURE 3.9: Steps to discover XSS attack Jean R. Dora, 2021

There also exists a "Blind XSS". It is a subset of the Persistent-XSS, where an at-
tacker blindly deploys malignant payloads in web application pages that are stored
constantly on the target server. Moreover, the stored malicious payload is re�ected
in various other applications which are connected. Note that, this type of attack only
triggers when the adversary's payload is stored by the webserver in a database and
runs as an evil script in another part of the application or completely another web
application.
The majority of the XSS methods used to identify this vulnerability are not adequate
to recognize this type of XSS. A machine learning-based technique can be completely
used to identify or detect the blind XSS. Testing results help to identify pernicious
payloads that are likely to lay in the database through web applications.

3.5.1.1 Analysis Techniques used for the Detection of XSS on the Client-Side and
the Server-Side

The discovery approaches can be: a) Static Analysis, b) Dynamic Analysis, c) Hybrid
Analysis, and d) Data-driven Analysis. The settlement of a defense technique on the
client-side can be set up either on the user's browser (the client) as �lters or plug-ins
or even on a proxy server.
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a) Static Analysis
As per Chess and McGraw, the static analysis technique mostly centers around the
web application's source codes. It examines carefully the codes for potential discov-
ery vulnerabilities.
It is clear that code analysis is an absolute necessity, since XSS attacks happen in web
applications, and the whole work is about cybersecurity. In any case, what we need
to separate is that the static analysis does not plan for penetration testing, to inject
payloads.
XSS �lters are a case of a static tool. The idea behind the scene is that in the Re-
�ected XSS attack, the script resides in both HTTP Request and Response which are
exchanged between the client and the server. Giorgio Maone presents another XSS
�lter known as (NoScript, 2020), it works as an add-on. They are broadly avail-
able for Firefox and Seamonkey browsers. It facilitates the execution of Java, Flash,
JavaScript, and other plug-ins only if they are coming from the acceptable, trusted
source chosen by the user. For more information about static XSS detector, please
see Li, 2020; Abdalla, 2020.
Rao et al. 2016 proposes a �lter known as the XBuster �lter, which was used as an
extension to the Firefox browser. It fundamentally employs a substring matching
algorithm. The primary task of the XBuster �lter is to survey the JavaScript and the
HTML contents which are in HTTP Request separately.
However, the work of Nguyen et al. Nguyen, Maleehuan, Aoki, et al. (2019) Malee-
huan, 2019 demonstrates that static tools have also their downside since they pro-
duce false-positive alerts (vulnerabilities detected that do not exist) and false neg-
atives, which means that real vulnerabilities not found. As a consequence, a �nal
audit of a Security Analysis Static Tool (SAST) tool report is required to con�rm
each security vulnerability.
For more knowledge about benchmarking static analysis tools, please see page 1558
from the bookHigueral, 2020.
b) Dynamic Analysis
This technique generally focuses on penetration testing. It tries various payloads on
the web application's possible injection points, and also makes some extra analysis
based on responses.
c) Hybrid Analysis
This category is a combination of the two analyses listed above. It increases the se-
curity against XSS ef�ciently. According to Upasana, 2018; computationally static
methods are more expensive and suffer from the ineffectiveness to make decisions.
Pan and Mao made the update their framework, in 2017, aiming to propose solu-
tions to DOM-based XSS attacks in the browser extension. That new one is called
the DOM-sourced XSS attack, and it proposes to use hybrid analysis.
d) Data-driven Analysis
Besides static, dynamic, and hybrid methods, there exist "data-driven" analysis; it
is a new and popular technique developed mainly for cybersecurity analysis. Data-
driven analysis is used to scrutinize the XSS payloads instead of analyzing website
vulnerabilities.
Apart from DOM-based XSS attacks, the Re�ected and Stored occur mostly due to
a low-security level on the server side. Again, as described above, it involves the
same techniques as for the client-side. Gupta, 2016, introduces XSS-Secure detection
for XSS worm propagation. It is a service provided for Online Social Networking
(OSN-based) multimedia websites on a cloud platform.
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3.6 Brief Methods to Prevent XSS Attacks

Forestalling XSS is banal or trivial in some cases, and again however can be a lot
harder relying upon the intricacy of the web application and the manners in which
it handles user-controllable information.
Usually, ef�ciently preventing cross-site-scripting vulnerabilities is likely to involve
a combination of the following measures:

1. Filter any user-input on arrival . At the point where input is injected and re-
ceived, the mechanism �lter should be applied as soon as possible.

2. Validation .It is the comparison of input against white list.

3. Sanitization . It is the combination of escaping, �ltering and validation mech-
anisms that assures malicious code cannot be injected into your website.

4. Encode information on output . At the point where any possible response is to
be given from the server, the data should be encoded �rst to stop it from being
interpreted as an active substance (active content). Contingent upon the yield
setting, this may require applying mixes of HTML, URL, JavaScript, and CSS
encoding.

5. Use relevant, suitable response headers.To prevent XSS in HTTP responses
that are not planned to contain any HTML or JavaScript, you can employ the
Content-Type and X-Content-Type-Options headers to guarantee that browsers
interpret or decipher the responses in the way you plan.

6. Content Security Policy (CSP) . As a last line of the guard, you can utilize CSP
to lessen the seriousness and the severity of any XSS vulnerabilities that hap-
pen. For more information, please seePortSwigger, 2021.
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Penetration Testing

DETECTION, EXPLOITATION AND MITIGATION OF
CROSS-SITE-SCRIPTING

When trying to exploit the XSS vulnerabilities, the �rst thing you need to know is
where your input is being re�ected in the Document Object Model of the HTML
document. Depending on how they appear in the HTML code, you will be able to
execute the appropriate JavaScript code in different ways. First of all, penetration
testing is colloquially known as penetration testing or ethical hacking. The term
"ethic" means "moral", "actions taken with respect, authorization". Thus, when com-
bined with the term "hacking", it is of great importance and erases the negative per-
spective about the word "hacking" itself. Penetration testing is a security exercise
where a cybersecurity individual attempts to scan, �nd and exploit vulnerabilities
in a web application or a computer system.
It is always a good practice for a company to have a penetration testing action ex-
ecuted by someone who does not know the security of their system and/or a little
knowledge about it, such as external pen-testers. The reason is that automatically
the pentester already had a clue about the system security, they can expose blindly
the very little weakness it may contain to high risk.
The stages of penetration testing are constituted of the following steps.
a) Information gathering about the target system (Website name, Network-based if
possible, hours of working of employees, etc, for example).
b) The �rst phase of the real action by the attacker is scanning the website, or the
network . Depending on the attacker, and what he has as a preplanned program,
at all points, this step will help him a lot by gathering more and more information
about the target system.
c) Launching the attack . After all the intended information is gathered by the at-
tacker, he can proceed to launch the attack.
d) Gaining access - Everything is done on a purpose; after gathering information,
and launching the attack, it might be time now to proceed with the escalation of
privileges, gaining access to the system.
e) Maintaining access - This phase allows the attacker to have control of the system
for some time, and/or even after stopping the attack.
f) Erasing trace - This step is considered to be the most important part for a hacker,
no matter if you are an ethical hacker or a malicious hacker. It is crucial to be mindful
of when leaving a trace, what further steps can be taken by the authorities against
you.
Before diving into the following sections, we brie�y enumerate some general types
of penetration tests.

• Closed-box penetration testing - Commonly known as a `single-blind' pen test.
It is usually where the hacker is provided no prior information such as the
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company security system, software used, etc; besides the name of the target
company.

• Open-box penetration testing - In this phase, the hacker (the attacker, or the
penetration tester) will be given some information ahead of time about the
target company's security information.

• Covert penetration testing - Regularly known as a `double-blind' test. This is a
situation where nearly no one in the company (in which the attack is going to
be performed) is aware that a penetration test is going to be taken, including
the IT and security experts who will be responding to the attack. These types of
tests are usually called "intelligence testing, strength testing". This covert pen
test challenges the knowledge of the security engineers, to check their speed
of action and reactions. Besides, if everything went well in the test, this test
allows the company to be assured that their security system has maximum
safety. On the other hand, if a vulnerability is discovered from the attack, the
company will quickly detect and �x that, since it would be able for any external
malicious hackers to perform the same task as the hired hacker (the covert
penetration tester, called ethical hacker). Note that in this test, the hired hacker
should have some important details about the company ahead of time before
launching the attack, to avoid any possible crashes, failure of the network, and
so on.

4.1 De�nition and Some Examples of Penetration Test-
ing

First of all, the concept of penetration testing is an ethical term that is used
to test a system (website, network, etc) to �nd and exploit vulnerabilities as
soon as the exploitation will not damage the system in question. The goal of
penetration testing is to detect weaknesses in an environment before a mali-
cious attacker does. Then, to report the �ndings to the owner of the system
(environment). There exist a few speci�c types of penetration tests:

• External penetration testing - In real-life, this penetration test always takes
place �rst, i.e, before performing an internal test. In this type of penetration
test, the hired hacker goes beyond and goes up against the external-facing
technology of the company. In this perspective, the attacker is granted some
access from the company that he can perform the attack remotely (outside of
the building, far or nearby). Such access can be, for example, external network
servers, web applications, etc. Without doing an external penetration testing,
the organization may be subjected to:
- Loss of Trust - Damage your business reputation (Severe)
- Loss of productivity
- Financial losses
- Business continuity problems
A brief example of why this testing is important is illustrated below:
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FIGURE 4.1: Importance of the External Penetration Test

Performing an external penetration testing is very bene�cial for a company as
it can help the company:
- Discover security exposures and vulnerabilities before malicious attackers
do.
- Ensure compliance with security standards and regulations.
- Discover open and �ltered ports.

• Internal penetration testing - In this type of penetration test, the hired hacker
executes the test inside the company and from its internal network. This pen
test is very bene�cial in such a way that, it helps determine how much dam-
age a disgruntled/unhappy even unkind employee can cause from behind the
company's �rewall.

FIGURE 4.2: Importance of the Internal Penetration Test

• Wireless Wi-Fi penetration testing New research of 2,000 Brits has revealed
that 79% of public Wi-Fi users take signi�cant risks when choosing hotspots.
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More than 1/3 of daily public Wi-Fi users log into personal accounts requiring
a password, 22% use credit cards, and 31% log in to online banking.
The BullGuard survey also revealed that 63% of people that use public Wi-Fi
daily have their devices set up to `automatically connect to the strongest Wi-Fi
signal', or to `automatically connect to Wi-Fi hotspots they've used before.'

Wi-Fi Penetration Test Importance
- Detecting and reporting which cipher & authentication protocols are in use
to inform the client know about the security risks.
- Detecting rogue access points in the client's vicinity.
- Detecting signal bleeding, as it can be dangerous if being out of control of the
company network administrator.
- It informs the clients to know that the disruption of SSID networks can be
made by an attacker. Hence, to apply security measures before it happens.
- Apply a brute-forcing attack against the client's SSID before a malicious at-
tacker does.
- Finding users knowledge-base of company about security by applying evil
twin attack to them.

FIGURE 4.3: Importance of the Internal Penetration Test

Now, we have seen the importance of penetration testing in different areas. How-
ever, in our case, we give a more focus on the external penetration test assuming
having no prior information about the target. Since the XSS vulnerabilities reside
in user-input �elds, therefore it is required so that the developers know what an at-
tacker will try to exploit and �x that. One thing that can allow that is by performing
external penetration testing (hence web application testing).

In the following sections, we have selected a few examples from our Labs train-
ing to demonstrate how the XSS attacks work, how they can be detected, and the
security measures that can be applied to enhance web application security. Note
that, there are a variety of ways to detect XSS attacks from a website. Where one
method might not work, employing another method might be successful.
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4.2 Re�ected XSS with AngularJS Sandbox Escape Without
Strings

To begin, as we have mentioned in the previous chapters, cross-site-scripting attacks
are complicated. There exist hundreds of payloads that can be employed to inject
into the website for testing. Depending on how and where the payload is re�ected
in the DOM-HTML, you will know which payloads will suit best for the exploitation
after the detection.
1) In this �rst demonstration, we are going to execute a re�ected cross-site-scripting
(XSS) to escape completely the framework AngularJS sandbox, meaning that with no
injecting strings. Note: We cannot know whether the payload injected is re�ected
in an AngularJS block or not, unless we perform a dynamic analysis of the par-
ticular web application in question. When launching the payload < script> alert('1
!@#%&̂*()_+"${}Yes"/ ') < /script> , we see that all characters are coming as inserted
without being escaped, excluding the double quotes, the angle brackets, and apos-
trophe which are encoded.
Note that, if you want to use a proper payload of JavaScript, make it simple for
instance < script> alert(3)< /script> . We apply the payload above to detect which
characters are escaped from that peculiar website through the burp suite before the
re-injection of another script (payload).

FIGURE 4.4: Escaping AngularJS framework
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In the preceding �gure (�g.4.4), we realize that our payload appeared in the burp
suite on the inside of the AngularJS module, inside the JavaScript template, and
the attack is not performed. One of the excellent ways to solve this is by escaping
exclusively the "AngularJS" block and executing an alert without using the Evalu-
ate/Execute function, hence the eval() function, since we are trying to avert strings.
Note that JavaScript eval() function evaluates or executes an argument also. The
initial action is taken when the argument is an expression. If the argument is a
JavaScript statement, then it performs the statement.
Avoiding strings would require us to use conversions. For this reason, we use
JavaScript String fromCharCode() method to convert our preplanned string for the
payload to charCode. For more detail about fromCharCode. ( Please see ww3, 2022,
time it was accessed.)
If the box at the beginning gets bypassed, we will not be capable to write strings, how
then are we going to write this JavaScript payload < script> alert(2626)< /script > ?
For this purpose, we will need some conversions. The motif is that, we have to by-
pass or escape the AngularJS framework with have no strings.
To do so, we ef�ctively break the AngularJS sandbox by using toString() technique
and get the string prototype while we overwrite it with charAt joint as an arrary
(charAt%3d[].join;) by unicoding "=" entities. After, we passed an array to the "or-
derBy" �lter, and set the argument to the �lter to create the conversion.
By overwriting the function using the [].join method, we have the charAt() function
return all the characters that have been sent to it.

The scheme formula to escape the AngularJS sandbox is as below:
1&toString().constructor.prototype.charAt%3d[].join;[1]|orderBy:toString().constructor.from
CharCode(value1, value2, value3, ...value_n) = 1
Having your alert function preplanned/premeditated, you can open up your Net-
Beans (an open-source integrated development environment (IDE) for developing
with Java,
PHP, C++, C#, and other programming languages), or any other available tools such
as Visual Studio to convert it to charCode. Create a new HTML project for example,
and paste the code below in the body and execute it:

< p id="Jean" class="blabla">< /p >

. < script>

. var txt = "";

. var theArray = ["y","=","a","l","e","r","t","(","9",")"];
//Create a function:
. function theFunc(value, index, array){
. txt = txt + value.charCodeAt() + ", ";
}
. theArr.forEach(theFunc);
. document.getElementById("Jean").innerHTML = txt;
. < /script > .

What the code right above does, converts the payload string you intend to inject
after the Search= in burp suite to a converted array of numbers charCode.
Now, you can substitute the values from .fromCharCode with the array. Thus, it will
become like this:
1&toString().constructor.prototype.charAt%3d[].join;[1]|orderBy:toString().constructor.from
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